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E-Safety & Internet Policy

This policy sets out the ways in which the school will:
 educate all members of the school community on their rights and responsibilities with the use of
technology;
 build both an infrastructure and culture of e-safety;
 work to empower the school community to use the Internet as an essential tool for life-long
learning.
This policy is used in conjunction with other school policies and has been developed by a working group,
which included representatives from all groups within the school.

The e-safety policy will be reviewed annually and will be under continuous revision in response to
significant new developments in the use of technologies, new threats to e-safety or incidents that have
taken place.

The e-safety policy approved by Governing body in: May 2019

Signature of Chair of Governors:

C.Seville

The next review date is: May 2020

E-Safety & Internet Policy
Pupils have access to the internet and a wide variety of technology with internet access on a daily
basis. Although this offers them the opportunity to interact socially and develop their knowledge
and learning, they can on occasions be placed in danger.
As a school we must decide on the appropriate balance between controlling access, setting rules and
educating pupils to be responsible.
E-safety addresses issues relating to children and their safe use of the internet, mobile phones and
other electronic communications technologies, both in and outside of school. It includes education
on risks and responsibilities and is part of our ‘duty of care’ which applies to everyone working with
children. Further details regarding Child Exploitation and Online Protection Centre (CEOP) are
available online.

The Purpose of the Policy
This policy is intended to balance the use of educational resources with safeguarding against risks
and unacceptable activity. It outlines the terms and establishes the ground rules by which the school
provides access to the internet and emails, which must be followed by all users. It demonstrates the
methods used to protect the children from sites with unsuitable material. The responsibility for
setting and conveying the standards that children are expected to follow is shared with parents and
guardians. A combination of site-filtering, of supervision and a responsible attitude in our pupils
promotes safe using of the internet to enhance and enrich learning.

To whom does the policy apply?
The policy applies to all users:









Governors
Senior Managers
Teachers
Teaching Assistants/support staff
Others members of staff
Community users
Parents
Pupils

Schedule for Development, Monitoring and Review
The Implementation of the e-safety policy will be monitored by the Headteacher, ICT co-ordinator/esafety leader and Governors.
The impact of the policy will be monitored by looking at:






the log of reported incidents
the Internet monitoring log - SENCO
surveys or questionnaires of learners, staff, parents and carers
other documents and resources
future developments

Roles and responsibilities
The Headteacher is responsible for ensuring the safety (including e-safety) of all members of the school
community.
The e-safety Leader will work with the Headteacher/DSL to have an overview of the serious child
protection issues that arise from sharing of personal data, access to illegal or inappropriate materials,
inappropriate online contact with adults, potential or actual incidents of grooming and cyber-bullying.
The headteacher and e-safety Leader will implement and monitor the e-safety policy and AUPs
(Acceptable User Policies). Pupils are also part of this, by working with them through the ICT council, to
contribute their knowledge and use of technology. They meet on a termly basis.

Role
Governors

Head
Teacher
and Senior
Leaders

e-safety
Leader

Responsibility


Approve and review the effectiveness of the e-safety Policy



Delegate a governor to act as e-safety link



e-safety Governor works with the e-safety Leader to carry out regular monitoring
and report to Governors



Ensure that all staff receive suitable CPD to carry out their e-safety roles



Create a culture where staff and learners feel able to report incidents



Ensure that there is a progressive e-safety curriculum in place



Ensure that there is a system in place for monitoring e-safety



Follow correct procedure in the event of a serious e-safety allegation being made
against a member of staff or pupil



Inform the local authority about any serious e-safety issues



Ensure that the school infrastructure/network is as safe and secure as possible



Ensure that policies and procedures approved within this policy are implemented



Use an audit to annually review e-safety with the school’s technical support



Lead the e-safety working group



Log, manage and inform others of e-safety incidents and how they have been
resolved where this is appropriate



Lead the establishment and review of e-safety policies and documents



Lead and monitor a progressive e-safety curriculum for pupils

Teaching
and
Support
Staff

Pupils

Parents and
Carers



Ensure all staff are aware of the procedures outlined in policies relating to esafety



Provide and/or broker training and advice for staff



Attend updates and liaise with the LA e-safety staff and technical staff



Meet with Senior Leadership Team and e-safety Governor to regularly discuss
incidents and developments



Coordinate work with the school’s designated Child Protection Coordinator



Upskill parents (through training/workshops) and inform them of necessary
updates when required



Participate in any training and awareness raising sessions



Read, understand and sign the Staff AUP



Act in accordance with the AUP and e-safety Policy



Report any suspected misuse or concerns to the e-safety Leader and check this
has been recorded



Provide appropriate e-safety learning opportunities as part of a progressive esafety curriculum and respond



Model the safe use of technology



Monitor ICT activity in lessons, extracurricular and extended school activities



Demonstrate consistently high standards of personal and professional conduct
especially in relation to use of social networks, making sure that these are in line
with school ethos and policies, including at the time of a Critical Incident



Read, understand and sign the Pupil AUP and the agreed class Internet rules



Participate in e-safety activities, follow the AUP and report concerns for
themselves or others



Understand that the e-safety Policy covers actions out of school that are related
to their membership of the school



Endorse (by signature) the Pupil AUP

Technical
Support
Provider
(Concero)

9
Community
Users



Discuss e-safety issues with their child(ren) and monitor their home use of
technology (including tablets, mobile phones and games devices) and the
Internet



Access the school website in accordance with the relevant school AUP



Keep up to date with issues through newsletters and other opportunities



Inform the Headteacher of any e-safety issues that relate to the school



Maintain responsible standards when using social media to discuss school issues



School involves parents in promoting e safety before performances – photos
must not be uploaded to social media containing any other pupils.



Via the school social media account, parents are asked to agree not to
deliberately upload or text anything that would cause offence to anyone at
school.



Ensure the school’s ICT infrastructure is as secure as possible and is protected
from misuse or malicious attack



Ensure users may only access the school network through an enforced password
protection policy



Maintain and inform the Senior Leadership Team of issues relating to filtering



Keep up to date with e-safety technical information and update others as
relevant



Ensure use of the network is regularly monitored in order that any misuse can be
reported to the e-safety Leader for investigation



Ensure monitoring systems are implemented and updated



Ensure all security updates are applied (including anti-virus and Windows)



Sign an extension to the Staff AUP detailing their extra responsibilities



Sign and follow the Guest/Staff AUP before being provided with access to school
systems

Using the Internet to Support Teaching and Learning
To enhance teaching and learning opportunities, the internet can provide:



A wide range of materials for subjects throughout the curriculum
Opportunities to find current up-to-date information








Opportunities to communicate with other pupils and teachers
Development of independent learning and research skills
Access to global news and world-wide newspapers
A range of support services
Virtual visits/exploration
Access to educational enrichments websites – such as PurpleMash, TT Rock Stars etc

What to be aware of
Pupils to ‘understand what constitutes unsafe situations and are highly aware of how to keep themselves
and others safe in different situations including in relation to e-safety’
School Inspection Handbook - Ofsted
A progressive planned e-safety education programme takes place through discrete lessons and across the
curriculum, for all children in all years, and is regularly revisited.
Breadth and progression is ensured through implementation of the school’s computing curriculum esafety lesson plans.
There is no overall control and censorship of the internet and users must be aware that there is no
standardisation of what is acceptable/unacceptable online.
Materials on the internet vary greatly. Some material is biased, inaccurate or misleading (whether
deliberately or unintentionally). Internet users must therefore exercise caution in their judgement of
what they may find. Children must be encouraged to collect online evidence/information from a
variety of sources to ensure more chance of verification.
Pupils must be:







Protected from obscene material, misuse of drugs, promotion of violence, intolerance,
racism and extreme views politically, religiously and socially.
Taught that they should never give personal information on the internet and that people
contacting them may not be who they claim to be.
Taught the effects and how to deal with cyber-bulling through email/social media.
Taught that information online can change quickly, information can be added or removed
daily.
Taught not to attempt access to files which they do not have access and should not access
other individuals’ files.
helped to develop critical thinking skills to reflect and enable them to keep themselves safe.

While educators and parents need to exercise caution in allowing pupils to use the internet, they
must not deter them from using it, as the benefits far outweigh the dangers.
As with television and video, parents/carers and educators should and where possible preview
material or provide supervision.

What are the Legal and Ethical Issues?
Schools have the right and duty to monitor the use of the internet and email systems to prevent
unlawful use or distribution of offensive material. However, since individuals have a right to privacy,

the school must balance this appropriately. To comply with the Data Protection Act 1998 a school
must monitor and establish a code giving guidelines on the use of the internet and emails when
users use such systems for private communications.

Use of Information Systems
It is important to review the security of the whole system from user to internet, including essential
learning services and personal safety of pupils and staff.
The following measures are used:









Children are expected to follow specific rules when using the internet; misuse will result in
direct action being taken.
The security of school information systems will be reviewed regularly
Virus protection will be updated regularly by Concero
Personal data sent over the internet will be encrypted
Portable devices must be monitored and managed when used in school
Files on the school network are regularly checked through Policy Central
Policy Central records and notifies misuse and possible inappropriate material
Concero will review system capacity regularly

Use of the Internet
We undertake the following measures to prevent children from internet misuse and exposure to
unsuitable materials:















Staff are required to sign AUP before access is granted
Pupils and parents are required to sign ‘Responsible Internet and E-safety Use’ agreement
on admission to the school.
Children are expected to follow specific rules when using the internet; misuse will result in
direct action being taken.
Access to the internet is gained via the school network and pupils must have permission
from an adult and adult supervision to use search engines.
Staff must ensure that any videos/images are search for with care and caution and are
advised not to do so ‘live’ within the classroom setting.
Staff must ensure that pre-selected websites are recommended for pupils to ensure that
content is safe.
Staff are encouraged to regularly discuss with pupils the safety and reliability of the internet.
Pupils are educated to use the internet safely and responsibly
Pupils do not have access to emails within school but are made aware of the dangers of
communicated via email at home.
Pupils are encouraged to tell a member of staff immediately if they encounter any material
which makes them feel uncomfortable.
Policy Central records and reports any attempts to access inappropriate sites/material
Pupils usernames and passwords are accessible to staff and Concero
The Head teacher will ensure that any new members of staff are provided with the school’s
policy and ensure that this is followed.
SENSO ensures that any inappropriate websites/material sent or received on school laptops
whilst being used by staff at home are recorded and reported to school.




Accessing unauthorised sites is prohibited
Undesirable sites/web domains/chat groups and social media will be blocked from use.

Disclaimer: Whilst the above measures are designed to help protect children using the internet, they
cannot guarantee complete safety.

Use of Email
At Haughton St. Giles C.E. Primary Academy, we use Office 365 to send emails but this is only
accessible to staff not pupils. To learn/practise sending/using emails pupils can access simulated
sites which allow this to take place securely (such as PurpleMash).

Published Content & the School Website
The purpose of our school website is to provide information to existing and new pupils and parents.
It is also designed to promote the school to prospective parents/pupils.
The following safety measures will be taken:











Personal information will not be used on the website
The only point of contact will be the office/head teacher email addresses and the phone
number and address of the school.
Any pupils whose parents do not give permission for their child’s photograph to be used
with a link to the school will not appear on the website.
Pupils’ names will not appear on the website.
Any text written by the pupils will not be published on the school website before being
checked by staff first.
School will ensure that there is no infringement of copyright published on the school
website.
Any links to external websites will be monitored and regularly checked.
The Head teacher and Office Administrator are responsible for all content which appears on
the school website. The Head teacher will be the point of contact for any queries regarding
the website and its content.
Concero will regularly monitor the content of the school website.

Social Networking, Mobile and Gaming Devices
Pupils are not permitted to visit any social networking sites. If this occurs then the head teacher will
discuss this with the parents of the child involved. All social networking sites are blocked through our
school network sites.
If a member of staff suspects or is informed that a child has been subjected to inappropriate
material via social networking/gaming etc at home, this must be logged and the head teacher will
contact the parents of the child concerned.
If a member of staff suspects or is informed that a child is using age-inappropriate games (and
therefore potential inappropriate content) at home, this must be logged and the head teacher will
contact the parents of the child concerned.
Social networking is discussed in KS2 E-safety assemblies and lessons and pupils are advised to:








Never disclose personal details
Not place personal photos on any social network site
Consider how public the information is
Set up passwords and deny access to unwanted communication
Invite only friends and deny access to those unknown
Report any bullying which takes place

Pupils are reminded that they are not to bring mobile phones and gaming devices into school and
any found will be removed by the teacher and stored in the school office until the end of the day.
The head teacher will be notified and appropriate action will be taken.

Emerging Technologies
Many emerging communications technologies and websites offer the potential to develop new
teaching and learning tools. A risk assessment needs to be undertaken on each new technology and
effective practice in the classroom developed. Access will be denied until this has been carried out.

Safeguarding
In order to make best the use of the many educational and social benefits of new technologies,
pupils need opportunities to use and explore the digital world using multiple devices. Adults working
in this area must therefore ensure that they establish safe and responsible online behaviours. This
means working to local and national guidelines on acceptable user policies.
Communication between pupils and adults, by whatever method should take place within clear and
explicit professional boundaries. This includes the wider use of technology such as mobile phones
text messaging, emails, digital cameras, videos, webcams, websites and blogs. Adults must not share
any information with a child or young person. They should not request or respond to any
information with a child or young person other than as part of their professional role. Email or text
communication between adults and children outside agreed protocols may lead to disciplinary or
criminal investigations. This includes communications via internet websites and social media.
Any photographs taken of pupils must be undertaken using school technology (cameras or ipads). In
the event that photos are taken during an off-site visit, this must be also using school multi-media
only and not of that owned by the member of staff/adult.
Staff are not permitted access to their mobile devices within the classroom setting and around
school – this is limited only to break times/lunchtimes within the staffroom.
Any visitors within school must hand over their mobile devices which will be stored in the school
office and only used in the entrance area.

